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Bottom Line Up Front (BLUF)

With today’s evermore complex threat environment, this briefing on, “Countering Insider Threats, Leaks, and Third-Party
Risks with Al Agents,” is timely and maps to current MoD and related department and agency current and next generation
strategies.

Bottom Line Up Front: This RPost technology to be showcased:

1. Complements today’s defensive security tech with a strong offense; true Al active threat hunting of sleeper cells
embedded in third party systems with agentic Al to un-leak leaks. The best defense is a strong offense.

2. Accomplishes not only the Zero Trust Target 2027 capabilities and activities related to Pillars 4, 6, and 7, but also the
related Advanced State 2032 capabilities TODAY.

3. Meets government tech modernization initiatives for maximum efficiency, productivity, inter-operability with data
integrity assurance.

4. Implements with commercial-off-the-shelf software service available, ready for immediate acquisition, with easy
deployment plugged into Microsoft Outlook; proven, the underlying tech has been in use in federal gov for 20 years.
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PRE-CRIME™

See Outside Endpoints
See Inside Third Parties
Kill Leaks Before Seen
Un-Leak Leaked Context

©RPost 2025 : Private R ‘ R POST



The Five Phases of PRE-Crime™
to Preempt Cybercrime

Mass Metadata Collection Outside Endpoints
Al-Powered Risk Analysis Tied to Insiders, Third Parties, and Content Itself.

Al Remediation Proactively Kills Leaks; Evidence Un-leaked Before Seen

Threat Actor Recon Data Curated, Captures Threat Actor Data Breadcrumbs

9050 5 T e

Cyber Attribution Mapping; Threat to Threat Actors.

R RPOST
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The Age of the
Al Clone...

Global cybercrime damage
predicted to hit $10.5 trillion
annually by 2025.

Source: Cybersecurity Ventures
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142 International Cybercriminal
Cabals Using Tactical Plan

Reconnaissance Resource Initial Access Execution Persistence Privilege Escalation Vi Credential Access Discovery Lateral Movement Collection Command and Exfiltration Impact
Development Control
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Source: MITRE ATT&CK®
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Leaks of
YOUR
Content at
Recipient
& Beyond
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Inbound Email Security Outbound Email Security

Eavesdropping Al™ Detection Technology

‘4 Y4

ERP/CRM
Your Email
Infrastructure
MOBILE BRI

\\11/

US and non-US patented and patent applications including US18134480, US63632075, US18124419.

“Black Axe"

‘Sleeper Cell’

| waiting for the right

time to strike.




Analytical
Al Data
Analysis
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Insights Metadata

External Data

Insights
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Raw
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Internal Data

US and non-US patented and patent applications including US18134480, US63632075, US18124419.



DEFENSIVE OFFENSIVE DLP: RAPTOR Al ™ AGENT HUNTS THREATS, UN-LEAKS LEAKS OUTSIDE ENDPOINTS
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Raw Metadata 4 @ 18.227.79.330

Inbound = Smart Tech (Mobile)

Email Threat ; /! /o . Metadata Insights oo
Scanning 0 L V. | ©  Lagos, Nigeria
: o ‘ 7 ] \ % MaptoRisk Model{ Cybercriminal Activity
: ,* Outbound ' | k
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Page & Message Data-Level Security !

Perimeter Rpost Active Threat Hunting

!ﬂ ‘ R POS'I” in Ecosystem of Collaborators
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Attribution: See the Unseen

@outlook.com

Recipient:

Black Axe

Est. Benin City

Email Age: 1 minute

Risk Details: All Activities

e lebib il Time (UTC) Activity Location auntry Network Addr. Network Risk

Time (UTC)

023 16:59:01

053072023 16:59:01 Open (M) Benin City, ED Migeria 102-219-521 Tizeti-As Red

Open (M) Cape Town, WC South Africa 196-22-243-. Cybersmart Red

Original Message De

Subject:
Original Sender:

Original Send Tim 2316:58:22 UTC
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ribution: See the Unseen

Locations:

Email Age: 2 hours 42 minutes

“Seeing emails opened in Russia
was an immediate red flag...”
-- AEGIS Land Title Group

Pre-empt cybercrime.
After the hook is in, before the steal.

Risk Details: All Activities

Time (UTC)

0272372024 21:47:35

02232024 21:20:10
02232024 21:18:19
0272312024 21:14:30
02232024 21:12:50
027232024 21:12:20
02/232024 20:46:20
0272312024 20:20:44
027232024 20:14:28
0272312024 20:14:28
02232024 20:14:26
02232024 20:14:28
022312024 20:14:28
02232024 20:04:43
0272312024 19:15:32

©RPost 2025: Private

Activity Location Network Addr. Network

Location Country Network Addr. Network Risk

Cpen Moscow, MOW 178-100-243-133 Smart Techno

Moscow, MOW Russian Federation 178-100-243-133 Smart Techno m

Open Buenos Aires, C : 146-70-38-103 M247 europe  Yellow
Open San Jose, CA e G- | Buenos Aires, C Argentina 148-70-38-103 M247 europe  Yellow
Open Singapore 108-19-249-220  lomartCloud  Yellow

Ashbum, VA 184-73-135-57 Amazon-Aes Yellow

Open Shelton, WA 216-235-102-58 Hood-Canal Green
Shelton, WA 216-235-102-588 Hood-Canal Green

Shelton, WA 216-235-102-58 Hood-Canal Green

Within 3 hours of the first send,
— precppseenl  activity in Russia detected.

Hiliard, CH 18-224-70-228 Amazon-02 Yellow
Hiliard, CH 18-218-243-252 Yellow
Mountain View, CA 35-243-23-168 Google Yellow

Shelton, WA 216-235-102-58 Hood-Canal Green
Shelton, WA 216-235-102-58 Hood-Canal Green

R RPOST



Attribution: See the Unseen

—
Fin7 Russian cybercriminals

Security:

Original Send Time: 12/01/2023 20:07:22 UTC
Transaction ID: 80115BAET82226TAF462602D443CTBAE385F52EF

Metadata is for the Current Activity

9 [IF Address: 104.28.31.47] [Time Opened: 12/6/2023 11:46:11 PM] [REMOTE_HOST: 192.168.10.119] [ Ziddl met] [
SCRIFT_NAME: /openfimages_v2/Q1bD3INGUInQK29HDIgiJmb1xBglZ C4acdFISDYTYMDMO. gif)f HTTP_ATS ge/png
[image/svg+xml image’*;q=0.8 video;q0=0.8 5% g=05 HTTP_ACCEPT_ENCODING:gzip, deflate, br HTTF_ACT tu HTT
F_HOST:open.ri.rpost.net HTTP_USER_AGENT -Mozilla/5. 0 HTTP _X_FORWARDED FOR: 104 2831 47 HTTP X NED_PRO
- TO:https HTTP_X_FORWARDED_PORT:443 HTTP_X_AMZN_TRACE_ID:Root=1-657107c3-79d17d306baciief4 1ch0N cept: imag
- efwebp,image/png, image/svg+xml image’;q=0_8 video/,q=0.8,**,0=0.5 Accept-Encoding: gzip, deflate, br Accept-Language: ru Host: ope
n.ri.rpost.net User-Agent Mozilla/s.0 X-Forwarded-For: 104,283 31.47 X-Forwarded-Proto: hitps X- Forwarded-Port 443 X-Amzn-Trace-ld:
Root=1-657107c3-79d17d306baciBefd1cbb23a LMW ISVCM2/ROO0T 256 4096 CN=ADMIN1 CN=ADMIMN1 0 CGI/1.1 on 256 4096 CN=

o ADMIN1 CN=ADMIN1 12 /LM/W3SVC/HM2 192 168.20.30 fopenfimages_ vEIﬂ1hD3MGU1nﬂI-:EQH[qulJmtﬂngIEDdEMFIEDWﬁMDMﬂ Qif

4070 450 A0 440 4072 480 40 440 E4700 0T {munondinasooe s iTa D ke Tl CHLA i3 ryi Db L v
Original Sender:

Original Send Time: 08/30/2023 16:58:22 UTC
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Leak
ocked is

Email Activity Report

Eavesdropping™ Alert

Al Auto-Lock

Insights
Metadata

ota
reach, if
ot Seen

Security:

Locations:

Pre-empt cybercrime.
After the hook is in, before the steal.

Email Age: 2 hours 42 minutes

Risk Details: All Activities

PIXX22255

[IP Address: 41.67.191.255] [Time Opened: 09/15/2022 08:12:48 AM] [REMOTE_HOST: 192.168.10.153] [HTTP_HOST: open.ri.rpost.net]
[SCRIPT_NAME: /open/images/LGy25hw0Z65CNLyOLYzCLCuMKdk95gmAvir26bBCMDIx.gif] HTTP_ACCEPT:*/* HTTP_ACCEPT_EN-
CODING:gzip, deflate HTTP_HOST:open.ri.rpost.net HTTP_USER_AGENT:Mozilla/4.0 (compatible; ms-office; MSOffice 16)X-Forwarde

RPost patented (rpost.com/patents) including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and other applications.

(M) = activity determined to be on a mobile device.

(N} = content delivery network delivered email data to viewer via webmail client.
(V) = activity was detected at an anonymizing VPN endpoint location.

S) = activity determined to be caused by a server.

E)

Metadata

Raw

Time (UTC) Activity Location Country Network Addr. Network Risk

05/03/2024 022039 Open (RIV)  Dallas, X United States 65.154.226.167 rancor [

05/03/2024 01:15:09 Open (V) Houston, TX United States 18227.79.330 Datacamp “

05/03/2024 0027:15 Open (M) Lagos, LA Nigeria 18.227.79.330 Smart Tech “

05/03/2024 00:22:08 Open New York, NY United States 22321422122 SpaceX-Starlink

05/03/2024 00:09:23 Open New Yark, NY Uniited States 23522421125 Comcast .

EDGCS ) Send Create Manage ® david@northendassoc.com ‘ [ Logout

Metadata: :

Pre-empts Info Leak

> Auto Lock Docs/Attachments -—
> Auto Lock eSign Requests

> Auto Lock Deal Room Links

» Auto Lock File Share Links

Control after sending

Q Search by Email, Subject, Security Level, Status

Type Created (UTC)  Subject Document

Initial Recipient

Status

/

e e e e e e e e e

0 Kill Selected

7 Kill Selected

Security Level

(
(E) = activity determined to be an expert user. !
(R) = activity determined to be related to a Russian-centric device. > 01/17/2023 18:38  Please Review Purchase jared@northendassac.com Active
(K} = activity determined to be related to nefarious behavior of masking data Agreement i
(B} = activity determined to be related to automation scripts or bots. .
Location = registered location of the detected network. » 01/17/202318:38  NDA for your NDA megan@northendassoc.com Expired
Network = registered network associated with the internet protocol. review
IP Addresses: The "." are replaced with "-", to convert them to a valid IP, change these symbols back. . X i
v 12/13/202213:23  NEA Services Pricing List sam@northendassoc.com Active

D RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
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Un-leak Leaks: Stop Hyper-Targeting

%)
N
e
-
<

Track Interactivity %
()

Address First Read (UTC) Reads Total Minutes Vote Active/Banned
A sasha@belure.com 05/12/2023 13:27 5 21 |. [ Active ‘
N (hcve A leak not seen
A nicole@dole.com 04/12/2023 18:49 2 6 I‘ Active ‘
A means a
A laddieh

@camden.com 04/12/2023 18:55 1 [} Active o 4
A cybercriminal
N [ ] .
x james@mansfield.com [ ] Banned WIthout co ntext to
A successfully

dave@northendassoc.com 04/12/2023 18:53 3 13 [ Active °
Impersonate
jorge@ious.net 04/12/2023 18:51 1 3 |b Active ‘
Total : I. 5 ’l 1

3 RPOST
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See the

PIXX22255

Inbound Email Security Outbound Email Security

Eavesdropping AI™ Detection Technology

f hAY 4

Title Insurance Agent: Closer

Unseen,

Ve -.,:/,’.r

(’}_B“ Compromised Email Account (EAC) i

=
o

@ 235.224.211.25
% Comcast

o )))

Forward

@ 223.214.221.22

v

7% SpaceX-Starlink

O New York, NY

Real Estate Buyer Agent

i

&) 216.235.204.13
% Google-Cloud (Mabile)

Obscured Email Forward Rule

©  Shelton, WA

Compromised: IMAP

Buyer

- - . Message 1: Recipent Tracker A ©  New York, NY
Red Alert 0 =
N (N = Real Estate Buyer Broker
\ A 2] Message 1: Recipent Tracker B
5; Oc N 5 ©19.11869.314
7 7
LE , % - = ATT-02 (Network)
> 5 ERP/CRM b - ©  New York, NY
e Your Email E v ?
— g N N Message 1
2 Infrastructure S Real Estate Seller Broker
e MOBILE DE.;”&(JSOP =5 Message 1: Recipent Tracker C
- Z 'y > >
Q) £ 0
- 4
Tassage 1: Recipent Tracker D i @ 18.224.70.228
L4 # % Microsoft-Co (Mobile)
-~ - ©  New York, NY
7= ¢
1 Seller
: Email AC‘tIVIty Report Eavesdropping™ Alert
1
[}
GenAl:

Investigative
Metadata Insights

! Keyword Triggers Escalation

1 Email Age: 2 hours 42 minutes Pre-empt cybercrime.
" ) - After the hook is in, before the steal.
\ Risk Details: All Activities
Y - Tirme (WUTC) Acaniry Locaton Country Nework Addr Matwork Rk
- - ))) o5 20 OpmmN) o Vasase 6w [ . |
osRa0M a1 150m Opmi vmemix Unted St 522778330 o -
o Cpmm e nigers - [ |
Ty ——— ospapzaazzs open  mewmawm  uesws oz soecsaons [ | e -
oareA b8z Gom mewmhw UsteiSwe s20m2 comcs [N
Metadata:

L >

Al Auto-Lock
Pre-empts Info Leak

> Auto Lock Docs/Attachments
» Auto Lock eSign Requests

0 delivary network dilrversd eenail data 1o viewer via webmail chent.

centric device.
bahavior of masking data

ot scripts of bots.

1 o he deticted etwork.

 network assosiated with the internet protocal,

* are replacer] with "%, 10 conwest the to a valid I7, change these symbols back

> Auto Lock Deal Room Links
> Auto Lock File Share Links

1P Addresses: Th

Q) RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
©RPost 2025: Private
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@) 65.154.226.167
% Pan001: (Russian Device)
© | Dallas, Texas

Cybercriminal Team

) & 0

@18.227.79.330
= Smart Tech (Mobile)
©  Lagos, Nigeria

€ 18.227.79.330
% Datacamp (VPN Anonymizer)
©  Houston, Texas

Cybercriminal Team Cybercriminal Verifies

\



5 : = Counter-Insider Threat & Leaks Hub
R APTORAI

Overview
Overview

@ Threat Intelligence Overview

£ Security v
Total Emails Sent with RPost Al Intelligence

& Compliance 230

vs Previous Period

Threats Detected
+30% vs Previous Period

8 Prevented Leaks

9 Locked Transactions

1 Reported Lookalike Domains

Recipient Watchlist

Davidender.com

) S AN . > &
‘o‘ RPost Al Forensics '@ Risk Model Fine Tuning

ge Emails Sent ypted

9.86%

va Previous Period

Threat Intelligence Heatmap

Susanothervendor.net

margotendor3.uk

John Alex v @

Past 30-days v John Alex v @

Past 30-days
e Security at a Glance

Percentage Documents Converted into RPDs

6.9%

va Previous Period

Network Addr  Network User Agent

Export to XLS

66-249-80-230  GOOGLE Mozilla/5.0 (Windows NT 5.1; n:11.0) Gecko Firefex/11.0

(via ggpht.com GooglelmageProxy) Unique Citi

t Outioak 16.0.14326; Pro), Mazilla/4.0 (compatible; ms-office; MSOffice rmy) Mazilla/4.0 Mobile
a/4.0 compatible; MSIE 7.0; Windows NT 10.0;

Unigque Networks:

66-249-80-231 GOOGLE Mozilla/5.0 (Windows NT 5.1; n:11.0) Gecko Firefex/11.0

{via ggpht.com GooglelmageProxy)

66-249-80-227 GOOGLE Mozilla/5.0 (Windows NT 5.1; rv:11.0) Gecko Firefox/11.0

{via ggpht.com GooglelmageProxy)

98-161-241- ASN-CXA-ALL- Mozilla/5.0 (Windows NT 10.0; Win64; x64)
235 €Q-22773-RDC AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0
Safari/537.36 Edg/136.0.0.0

66-249-80-228 GOOGLE Mozilla/5.0 (Windows NT 5.1; rv:11.0) Gecko Firefox/11.0

{via ggpht.com GooglelmageProxy)

66-249-80-226 GOOGLE Mozilla/5.0 (Windows NT 5.1; rv:11.0) Gecko Firefox/11.0

{via ggpht.com GooglelmageProxy)

Al Security Analysis

This s an automatic alert from R1 Cybersecurity and Compliance
Operations Center. The email from LHuertas@ctot.com to
juanvictor@vapagroup.com with subject RE: Assigned: 12829
Independence Ave was opened in Mountain View, United States at
06/09/2025 04:05:04 PM (UTC). Per your configurations this
constitutes a red alert. Contact your R1 representative for more

RaAapTOo=2 Al

Metadata is for the current activity

[IP Address: 66.243.80.230] [Time Opened: 6/9/2025 4:05:04 PM] [REMOTE_HOST: 192.168.20.120] [HTTP_HOST: open.ri.rpostnet] [SCRIPT_NAME:
Jfapen/images_v2/21ExnqDbABANPRkkUVT]bIkGPeta6axyEYGozMzOw.gif) HTTP_ACCEPT_ENCODING:gzip, deflate, br HTTR_HOST:open.ri.mpost.net
HTTP_USER_AGENT:Mozilla/5.0 (Windows NT 5.1; ne11.0) Gecko Firefox/11.0 (via ggpht.com GooglelmageProxy)
HTTP_X_FORWARDED_FOR:66,243,60.230 HTTP_X_FORWARDED_PROTO:htips HTTP_X_FORWARDED_PORT:443 HTTP_X AMZN_TRACE IDRoot=1-
68470630-7260cT4h24e49cic437bb1% Accept-Encoding: gzip, defiate, br Host: open.r1.spostnet User-Agent: Mazilla/5.0 (Windows NT 5.1; ne11.0)
Gecko Firefox/11.0 (via gopht.com GoogleimageProky) X-Forwarded-For: 66.249.80.230 X-Forwarded-Proto: https X-Forwarded-Fort: 443 X-Amzn-
Trace-1d: Root=1-68470630-7280c74b24e49cfc437bb19 /LM/W3SVC/12/R0OT 256 2048 CN=rpost.com Root Cert CN=admin1.devxrpostinfo 0
CGI/1.1 on 256 2048 CN=rpost.com Raot Cert CN=admin 12 /LM/W3SVCA12 192.168.10.112
Jfapen/images_v2/21ExnqDbABANPRkkUVT]bIKGPetabExyEVGozMzOw.gif 192.168.20.120 182.168.20.120 31954 GET

fopen/images v2/21ExnqDbA Tiblk MzQuw.gif open.ri.rpostnet 443 1 HTTP/1.1 Microsoft-IS/10.0
Jfapen/images_v2/21ExnqDbABANPRkkUVT]bIkGPeta6xyfEYGozMzQw.gif gzip, defiate, br open.rl.mpostnet Mozilla/s.0 (Windows NT 5.1; v11.0)
Gecko Firefox/11.0 (via gopht.com Goog|eimageProxy) 66.249.50.230 https 443 Root=1-68470630-7260c74b24e49cfcA3Tob19e

RPost patented (post.com/patents) including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and ather applications. (M) = activity determined to be on a mobile device. (N) = content delivery network delivered

email data to viewer via webmail client. (
be related to a Russian-centric device.(K)

network. Network = registered network associated with the internet protocol. IP Addresses: The ".” are replaced wi

©RPost 2025: Private

= activity was detected at an anonymizing VPN endpaint location. (S) = activity determined to be caused by a server. [
activity determined to be related to nefarious behavior of masking data

= activity determined to be an expert user.(R] = activity determined to
activity determined to be related to automation scripts or bats, Location = registered location of the detected

ith °-", to convert them to a valid IP, change these symbols back.
‘ R I O S I 'M




Un-Leak Leaks™

Psychological Deterrence
Insider threat — Strategic info disclosed

Counter Insider Pre-emptive Kill
Threats & Leaks Rogue or departing employee

Pro-active Security

Project ends, enforce file cleanse — future risk

_
—_—

Automate Un-leak

Thwart impersonation attempts - ransomware
— R RPOST

Counter Adversaries
& Third-Party Risks

©RPost 2025: Private




C | © https://app2.rdocs.io/read/347827655037AFFF8524DBFD/677f473e-859a-4202-acae-43868bab55a5

BY
q_gO

RD@CS” Protected Document Viewer g-R, RF’OSTw

RPost & PSC POC Program

Confirm your vote

» ™
WAPTOR. oo

R Interactive Docs: Content
= RPOST Owner Records View
Proof of Concept Approvals from Inside Doc

Prepared for: Ministry of Defense
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Deter Screen Photo Leakers

MDocs  PemcwdDecmeVew . e weosT

—_—

Covert cipher
markings

Overt floating
identity
markings

Markings are unique to each
viewer rather than the
document. Overt markings
ORPost 2025; Prvate move to catch the eye. R ‘RPOST""




WDocs e e e s Kill or Control Documents
© recoscom ... Even After Delivery, at the
e Page Level

All Control Readers features+

Opening times recorded Authorization with verification code required + Restricted distribution

Geo-location (estimated) Reader email addresses recorded & C O httpsi//app.rdocs.io/history
Reader IP recorded Restrict access by domain

Restrict access by IP Times read per recipient \l‘l .! ‘ D@CS Send Generate Manage Settings

Waterma Time spent reading per recipient
Vatermark N All ltems Folder View Access Management

Time to expiration Limit number of reads per recipient

Voting/Vote sharing Control after sending

Notification of reading Document ID Subject/Description Reader Email Access Control ~ n

C | T Kill selected |

@ Location Protection (] Type Ccreated (UTC) 5 Subject/Description Document Name Initial Readers Days Since Viewed Status Access Control

250506 - RPost POC for MoD - . .
06/11/2025 12:18 MOD Sample e ~ Active ‘ Restrict Readers
ecuri

ren

= Control Status & Track Interactivity Summary {: Activity Log ii: Statistics €]

By region

B 250506 - RPost POC for MoD - Security I

Document ID: 347827655037AFFF8524DBFD Restrict to domains: D Timestamp

Owner: —\ Allowed IP: D Can print

Original file name: 250506 - RPost POC for MoD - Security.pdf Max reads per reader: Unlimited D Display distribution list
Permitted Blocked Pages: 19 Max views per document: Unlimited Voting

Sent: 06/11/2025 12:18 (UTQ) Allow responses to: investor@rpost.com Share votes

[OJeyw | €

Expires: 06/11/2026 (UTC) Banned regions: Page locker

Launches: 06/11/2025 (UTC) Watermark: None Identify leakers

Send verification code: Email E-Disclosure

©RPost 2025: Private R ‘ R POS-I-




Excepts from Gartner
Theater Sessions

Zafar Khan
zkhan@RPost.com

R RPOST

Made in California,
Served to the World.
Since 2000.

©RPost 2025: Private
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