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With today’s evermore complex threat environment, this briefing on, “Countering Insider Threats, Leaks, and Third-Party 
Risks with AI Agents,” is timely and maps to current MoD and related department and agency current and next generation 
strategies.

Bottom Line Up Front: This RPost technology to be showcased:

1. Complements today’s defensive security tech with a strong offense; true AI active threat hunting of sleeper cells
embedded in third party systems with agentic AI to un-leak leaks. The best defense is a strong offense.

2. Accomplishes not only the Zero Trust Target 2027 capabilities and activities related to Pillars 4, 6, and 7, but also the
related Advanced State 2032 capabilities TODAY.

3. Meets government tech modernization initiatives for maximum efficiency, productivity, inter-operability with data
integrity assurance.

4. Implements with commercial-off-the-shelf software service available, ready for immediate acquisition, with easy
deployment plugged into Microsoft Outlook; proven, the underlying tech has been in use in federal gov for 20 years.

Bottom Line Up Front (BLUF)



PRE-CRIME

See Outside Endpoints 

See Inside Third Parties

Kill Leaks Before Seen

Un-Leak Leaked Context  
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The Five Phases of PRE-Crime

to Preempt Cybercrime
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1. Mass Metadata Collection Outside Endpoints

2. AI-Powered Risk Analysis Tied to Insiders, Third Parties, and Content Itself.

3. AI Remediation Proactively Kills Leaks; Evidence Un-leaked Before Seen

4. Threat Actor Recon Data Curated, Captures Threat Actor Data Breadcrumbs

5. Cyber Attribution Mapping; Threat to Threat Actors.



The Age of the 

AI Clone…

Global cybercrime damage 

predicted to hit $10.5 trillion 

annually by 2025.

Source: Cybersecurity Ventures
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142 International Cybercriminal 

Cabals Using Tactical Plan
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Source: MITRE ATT&CK®

See the Unseen, 

Root of Attack
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Leaks of 
YOUR 
Content at 
Recipient 
& Beyond

“Black Axe” 

‘Sleeper Cell’ 

waiting for the right 

time to strike.
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Analytical 
AI Data 
Analysis

Risk Model

Internal Data

External Data
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Hooks Into 
Outbound 
Mail Flow. 
See the 
Unseen.



Attribution: See the Unseen
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Black Axe
Est. Benin City

Nigeria



Attribution: See the Unseen
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“Seeing emails opened in Russia 

was an immediate red flag…” 

-- AEGIS Land Title Group

Within 3 hours of the first send, 

activity in Russia detected.



Attribution: See the Unseen
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Fin7 Russian cybercriminals 

operating in Texas.
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A Leak 
Locked is 
Not a 
Breach, if 
Not Seen
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Un-leak Leaks: Stop Hyper-Targeting
A

T
TA

C
K

S
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A leak not seen 

means a 

cybercriminal 

without context to 

successfully 

impersonate
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See the 
Unseen, 
Red Alert
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Un-Leak Leaks

Counter Insider 

Threats & Leaks

Counter Adversaries 

& Third-Party Risks

Pre-emptive Kill

Psychological Deterrence

Pro-active Security

Automate Un-leak

Insider threat – Strategic info disclosed 

Rogue or departing employee 

Project ends, enforce file cleanse – future risk 

Thwart impersonation attempts - ransomware
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Interactive Docs: Content 

Owner Records View 

Approvals from Inside Doc



Overt floating 

identity 

markings

Covert cipher 

markings
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Deter Screen Photo Leakers

Markings are unique to each 

viewer rather than the 

document. Overt markings 

move to catch the eye.
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Kill or Control Documents 

Even After Delivery, at the 

Page Level
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Made in California,

Served to the World.

Since 2000.

Excepts from Gartner 
Theater Sessions

Zafar Khan
zkhan@RPost.com
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