Mail Sender Al »

By

Email Security

Right Recipient™: Lookalike Domain™ Detector

__________________________________________________ - - -

[ |
! [
' [
¢ A
: @R  RE Payment due - Message (HTML) O T :
I
: File Message Inset Options FormatTet Review Help Q Telime :
! [
! V- M- F cirmosp - n - B I U 2 Q[ e ) |
| [
| In this [
I E
. - " example, the :
: > B cybercriminal |
I L :
| Send has newly :
I - Unverified Recipients E purchased a I
: ' " i domain with :
| It looks like you do not normally send sensitive information to , |
I the addressed recipient(s). Please double check the recipient @ RPOSTONE Ohe letter :
I addresses to ensure your sensitive information is going to your A different -- I
I Hi David, intended recipient(s). missing the “r’ :
| ) I
A@northendassoc) — to effectively
: Recipient Domain Age Notes hijack the |
I
I 22 years. oK repli'/ and I
| continue I
| david@nothendassoc.com 7 days. d I
: justin@redandbluecorp.com 357 days. Caution Corr'espon INg, |
posing as I
I | .
. a long-time :
' contact. |
I Verified and Send Cancel @ |
' To: Tom Wallace [
: Subject: RE: |
v I
1 Qe > / [
! [
' [
| I

After an email is deemed important enough to send in a special RMail way, RMail
presents the full email address of each recipient to make it easy for senders to
re-verify that they are about to send the right message to the right recipient. And,
if RMail identifies any cybercriminal trickery in the email addresses, such as clever
domain misspells or tricky message header reply-to pivots, it instantly alerts the
sender.
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