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Email Security

Right Recipient™: Reply Hijack™ Alerts
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Fromj David Sanders <david@northendassoc.com> d aVi d @ nohen dassoc.com
Sent: -
Teo: megan@company.com
Subject: Fund Transfer Details

RMail X

Hi Megan,

Please find the contact details for m

Best regards, ~ Warning: Your reply email will be routed to someone other than the
—— displayed email sender. This will very likely cause your message to be
routed to an unknown third party that may have malicious intent. We
strongly recommend that you investigate further before replying, call
the person in the "from” address field to verify if they sent the original
message, and notify your IT administrator that you may be the victim
of a "Whaling" class of Phishing attack. Click OK to continue.,
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This feature will alert senders after the hook is in, before the steal, in-the-moment of replying
or forwarding a message, if RMail detects a message will pivot from the intended recipient.

This method, combined with the utilization of impostor domains, is one of the most common
ways in which cybercriminals hijack a thread, and one of the first steps towards wire fraud.
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