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Your Email
Infrastructure

MOBILE DESKTOP
APPS

ERP/CRM

Deal Closer

19.118.69.314
ATT-02 (Network)
New York, NY

Sales Executive

216.235.204.13
Google-Cloud (Mobile)
Shelton, WA

Sales Manager

18.224.70.228
Microsoft-Co (Mobile)
New York, NY

Sales Engineer

Rules Filtering

Keyword Triggers Escalation

Message 1
Message 

1

Message 1: Recipent Tracker B

Message 1: Recipent Tracker C

Message 1: 
Recipent Tracker D

Message 1: Recipent Tracker A Forward235.224.211.25
Comcast
New York, NY

Customer Buyer

Compromised: IMAP

Obscured Email Forward Rule

223.214.221.22
SpaceX-Starlink
New York, NY

Customer Manager

Compromised Email Account (EAC)

Auto Lock Docs/Attachments
Auto Lock eSign Requests
Auto Lock Deal Room Links
Auto Lock File Share Links

AI Auto-Lock 
Pre-empts Info Leak

GenAI:
Investigative 

Metadata Insights

Eavesdropping AI™ AlertEmail Activity Report

Original Recipient : James.Realtor@RealEstateBrokers.com

Sender: Amy@TitleCompany.com

Pre-empt cybercrime.
After the hook is in, before the steal.

Risk Details: All Activities
Email Age: 2 hours 42 minutes

Time (UTC)

05/03/2024 02:20:39

05/03/2024 01:15:09

05/03/2024 00:27:15

Activity

Open (R)(V) 

Open (V)

Open (M)

Location

Dallas, TX

Houston, TX

Lagos, LA

Country

United States

United States

Nigeria

Network Addr.

65.154.226.167

18.227.79.330

18.227.79.330

Network

Pan001

Datacamp

Smart Tech

Risk

Red

Red

Red

Green

Green

05/03/2024 00:22:08

05/03/2024 00:09:23

Open

Open

New York, NY

New York, NY

United States

United States

223.214.221.22

235.224.211.25

SpaceX-Starlink

Comcast

Security: Red

Opens: 5

Locations: 4

(M) = activity determined to be on a mobile device.
(N) = content delivery network delivered email data to viewer via webmail client. 
(V) = activity was detected at an anonymizing VPN endpoint location. 
(S) = activity determined to be caused by a server.
(E) = activity determined to be an expert user.
(R) = activity determined to be related to a Russian-centric device.
(K) = activity determined to be related to nefarious behavior of masking data. 
(B) = activity determined to be related to automation scripts or bots. 
Location = registered location of the detected network. 
Network = registered network associated with the internet protocol. 
IP Addresses: The "." are replaced with "-", to convert them to a valid IP, change these symbols back.

RPost patented (rpost.com/patents) including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and other applications.

This RMail® service provides insights which are in many cases dependent on user or admin settings and is designed to serve as an additional layer of information that may help users or admins make more 
informed decisions related to technology messaging use and threats. It is the responsibility of the user and/or administrator to act based on the insights provided, should they believe an action is warranted.

[IP Address: 41.67.191.255] [Time Opened: 09/15/2022 08:12:48 AM] [REMOTE_HOST: 192.168.10.153] [HTTP_HOST: open.r1.rpost.net] 
[SCRIPT_NAME: /open/images/LGy25hw0Z65CNLyOLYzCLCuMKdk95gm4vir26bBCMDIx.gif] HTTP_ACCEPT:*/* HTTP_ACCEPT_EN-
CODING:gzip, deflate HTTP_HOST:open.r1.rpost.net HTTP_USER_AGENT:Mozilla/4.0 (compatible; ms-office; MSOffice 16)X-Forwarde

Metadata:

</>

Eavesdropping at Cybercriminal

65.154.226.167
Pan001: (Russian Device)
Dallas, Texas

Cybercriminal Team

18.227.79.330
Datacamp (VPN Anonymizer)
Houston, Texas

Cybercriminal Team

18.227.79.330
Smart Tech (Mobile)
Lagos, Nigeria

Cybercriminal Verifies

Leak

We Use AI to Protect
Ask Us How

Reputation, Pre-Empting BEC Wire Fraud

70+
Patents

100%
AI-Infused

190+
Countries

California
R&D www.RPost.com


