
AI

We’re Entering a Wave of 
Cybercriminal Impostor Chaos 

the World has Never Seen

…Considering the ability of AI to digitally “clone” you, 
your supplier seller, customer buyer, client, mentor, 

hero, or adversary.



Inbound Email Security Outbound Email Security Eavesdropping AI™ Detection Technology
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Your Email
Infrastructure

MOBILE DESKTOP
APPS

ERP/CRM

Deal Closer

19.118.69.314
ATT-02 (Network)
New York, NY

Sales Executive

216.235.204.13
Google-Cloud (Mobile)
Shelton, WA

Sales Manager

18.224.70.228
Microsoft-Co (Mobile)
New York, NY

Sales Engineer

Rules Filtering

Keyword Triggers Escalation

Message 1
Message 

1

Message 1: Recipent Tracker B

Message 1: Recipent Tracker C

Message 1: 
Recipent Tracker D

Message 1: Recipent Tracker A Forward235.224.211.25
Comcast
New York, NY

Customer Buyer

Compromised: IMAP

Obscured Email Forward Rule

223.214.221.22
SpaceX-Starlink
New York, NY

Customer Manager

Compromised Email Account (EAC)

Auto Lock Docs/Attachments
Auto Lock eSign Requests
Auto Lock Deal Room Links
Auto Lock File Share Links

AI Auto-Lock 
Pre-empts Info Leak

GenAI:
Investigative 

Metadata Insights

Eavesdropping AI™ AlertEmail Activity Report

Original Recipient : James.Realtor@RealEstateBrokers.com

Sender: Amy@TitleCompany.com

Pre-empt cybercrime.
After the hook is in, before the steal.

Risk Details: All Activities
Email Age: 2 hours 42 minutes

Time (UTC)

05/03/2024 02:20:39

05/03/2024 01:15:09

05/03/2024 00:27:15

Activity

Open (R)(V) 

Open (V)

Open (M)

Location

Dallas, TX

Houston, TX

Lagos, LA

Country

United States

United States

Nigeria

Network Addr.

65.154.226.167

18.227.79.330

18.227.79.330

Network

Pan001

Datacamp

Smart Tech

Risk

Red

Red

Red

Green

Green

05/03/2024 00:22:08

05/03/2024 00:09:23

Open

Open

New York, NY

New York, NY

United States

United States

223.214.221.22

235.224.211.25

SpaceX-Starlink

Comcast

Security: Red

Opens: 5

Locations: 4

(M) = activity determined to be on a mobile device.
(N) = content delivery network delivered email data to viewer via webmail client. 
(V) = activity was detected at an anonymizing VPN endpoint location. 
(S) = activity determined to be caused by a server.
(E) = activity determined to be an expert user.
(R) = activity determined to be related to a Russian-centric device.
(K) = activity determined to be related to nefarious behavior of masking data. 
(B) = activity determined to be related to automation scripts or bots. 
Location = registered location of the detected network. 
Network = registered network associated with the internet protocol. 
IP Addresses: The "." are replaced with "-", to convert them to a valid IP, change these symbols back.

RPost patented (rpost.com/patents) including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and other applications.

This RMail® service provides insights which are in many cases dependent on user or admin settings and is designed to serve as an additional layer of information that may help users or admins make more 
informed decisions related to technology messaging use and threats. It is the responsibility of the user and/or administrator to act based on the insights provided, should they believe an action is warranted.

[IP Address: 41.67.191.255] [Time Opened: 09/15/2022 08:12:48 AM] [REMOTE_HOST: 192.168.10.153] [HTTP_HOST: open.r1.rpost.net] 
[SCRIPT_NAME: /open/images/LGy25hw0Z65CNLyOLYzCLCuMKdk95gm4vir26bBCMDIx.gif] HTTP_ACCEPT:*/* HTTP_ACCEPT_EN-
CODING:gzip, deflate HTTP_HOST:open.r1.rpost.net HTTP_USER_AGENT:Mozilla/4.0 (compatible; ms-office; MSOffice 16)X-Forwarde

Metadata:

</>

Eavesdropping at Cybercriminal

65.154.226.167
Pan001: (Russian Device)
Dallas, Texas

Cybercriminal Team

18.227.79.330
Datacamp (VPN Anonymizer)
Houston, Texas

Cybercriminal Team

18.227.79.330
Smart Tech (Mobile)
Lagos, Nigeria

Cybercriminal Verifies

Leak

We Use AI to Protect
Ask Us How

Reputation, Pre-Empting BEC Wire Fraud

70+
Patents

100%
AI-Infused

190+
Countries

California
R&D www.RPost.com



We Empower You To
Ask Us How

Consolidate Vendors, Cut Cost

2023 HOT VENDOR
In Digital Transaction Management

70+
Patents

100%
AI-Infused

190+
Countries

California
R&D www.RMail.com



Custom Reply-To Address

IP: VPN Anonymizers Not Allowed

Pricing List.pdf

Russia, Nigeria, 
South Africa, China Non-Breach 

Evidence Report

AI Auto-Lock™

We Solve
Ask Us How

Document Mis-Sends & Leakage

Enterprise Content Platforms

INNOVATOR

70+
Patents

100%
AI-Infused

190+
Countries

California
R&D www.RPostDocs.io



 IDC MarketScape

Major Players

Contenders

Participants

Adobe

airSlate

Box

Certinal

DocuSign

Dropbox

Entrust

Exela Technologies

Foxit Software

InfoCert

Namirial

Nitro
OneSpan

PandaDoc

ShareFile

Signeasy

Zoho

Source: IDC MarketScape: Worldwide eSignature Software 2023 Vendor Assessment, 
by Holly Muscolino, September 2023, IDC Doc# US49646923e
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Strategies

IDC MarketScape Worldwide eSignature Software, 2023
Leaders

RPost

Analysts Name RPost
Ask Us Why

A Worldwide Leader in E-Signatures

70+
Patents

100%
AI-Infused

190+
Countries

California
R&D www.RSign.com

Digital Transaction Management

GLOBE LEADER



SECURITY

REGION FOCUS: WORLDWIDE

September 2023 | US49646923E

eSignature Software 2023
Vendor Assessment

“The Only Solution” for Proof of Delivery

Research Vice President, 
Content Strategies and the 

Product Type: IDC

The State of Ohio investigated vendors that can provide “service” 
and “perfection” for sending email regarding administrative 
hearings. The mailing requirements are a part of Ohio Revised 
Code (ORC) Chapter 119 and are for the purpose of ensuring 
proper notice to the party (“service”) and proof of that service 

IDC MarketScape:
Worldwide eSignature Software
2023 Vendor Assessment

RPost named a

Leader
IDC MarketScape

Worldwide eSignature
Analyst Report

Source: IDC, 2023
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Contenders
Exela Technologies

Major Players

airSlate

Box

Dropbox

Entrust

InfoCert

PandaDoc

ShareFile

Signeasy

Leaders

Adobe

Certinal

DocuSign

Foxit Software

Namirial

Nitro
OneSpan

RPost

Zoho

IDC MarketScape Worldwide eSignature Software, 2023

Adobe DocuSign

Nitro
OneSpan

Leaders

RPost

www.RPost.com



“Innovator-of-the-Year” for DTM
Innovator-of-the-Year
Quite simply, it means RPost has in it the DNA to continue to evolve its products 
as markets, needs, and risks change, anticipating not only what you need today, 
but having ready what you will need tomorrow.

have best-in-class into the future. Your teams will build comfort with the RPost 
technologies, get more out of them over time, and they will become an extension of 

.

“Hot Vendor-of-the-Year” for DTM
This recognition validates RPost commitment to providing organizations with the 
tools they need to embrace digital transformation, enhance customer 

 of 
continuous digital transformation into their future. 

-- Jim Lundy, CEO, Aragon Research

“Most Innovative” for DTM

enterprises. Their portfolio and focus on overall security for content and for eSignatures 
made them additionally one of the most innovative in the Aragon Research Globe™ for 
Digital Transaction Management, 2023 report.

-- Jim Lundy, CEO, Aragon Research

SECURITY

www.RPost.com

“Leader” for DTM
In an era of escalating cyber threats and phishing schemes targeting transactions, 
digital transaction management companies prioritizing security are poised to 
become indispensable. RPost is pushing the envelope to introduce innovative 
features to meet evolving customer needs. 

-- Jim Lundy, CEO, Aragon Research
Digital Transaction Management

GLOBE LEADER

“Innovator” for ECP

into its products, RPost is changing the way that companies can protect content and 
transactions.

Enterprise Content Platforms

INNOVATOR



RPost © Copyright 1999-2024. RPost trademarks are registered and unregistered. 
RPost technologies are patented and patent pending. View a selection of patents and 

trademarks here: RPost.com/patents. RPost service terms, legalities, and corporate 
information is here: RPost.com/legal. 


